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Instructions to Service Provider

All questions and requests for additional information concerning this solicitation should be directed to
Cristina Polychronopoulos, Purchasing Coordinator, Xavier Cerda Assistant Director of Procurement
Management and William Funk, Vice President of Procurement, the authorized Library contact persons
at:

E-Mail Address: BIDcontact@queenslibrary.org

Bid Due Date and Time and Location:

Date: July 4 11, 2025
Time: 2:00PM
Location: Bid responses must be uploaded to DropBox using the link below:

DropBox link: https://www.dropbox.com/request/OXLK;3qgQcGUPCJp9BIrP

Question Deadline:

Date: June26 July 1, 2025 by 4:00PM

Solicitation Submissions: Only submissions received from Service Providers that are eligible to
participate in E-Rate solicitations and have either a New York State Office of General Services
contract or a New York City requirements or other government contract shall be considered.

The response documents, composed of your Submission Requirements, supporting documents (as
required) and cost submissions, in either Microsoft Word, MS Excel or PDF format must be
uploaded using the DropBox link below no later than 2:00 p.m. on July +11, 2025. If multiple files
are uploaded, each submitted document name should be a clear reference to the section and
information it contains, ex: “Resumes”, “Work Experience” and “Financials”.

Solicitation responses should be uploaded to DropBox using the link below:
DropBox link: https://www.dropbox.com/request/OXLKj3qQcGUPCIp9BIrP

The Library will not consider any submissions that are faxed, emailed or sent as paper copies, and
will not consider any submission received after the submission due date under any circumstances
(e.g., wi-fi limitations, internal web connectivity issues).

Responses received after the Due Date and Time are late and shall not be accepted. Unless the Library
issues a written addendum to this Request for Quotes which extends the Due Date and Time for all bidders,
the Due Date and Time prescribed above shall remain in effect.

The Library will not provide reimbursement for any costs or expenses incurred in connection with this
solicitation, including the costs of preparing and submitting a response, providing any additional
information or attending an interview. All material that is submitted in response to this request will become
the sole property of the Library.

Quote prices must be held for no less than 12 months from date of submission
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I. LIBRARY OVERVIEW

The Library is an independent not-for-profit corporation. It is one of the largest and most innovative
libraries in the world and one of the three New York City library systems. The Library consists of a
Central Library and other facilities located throughout the County of Queens in the State of New
York. For a complete listing of current facilities please visit the Library’s webpage:
https://www.queenslibrary.org/about-us/locations.

The Library serves 2.4 million Queens residents, with an extensive collection of books, reference
materials, periodicals, government documents, video and audiocassettes, records, compact discs,
DVDs, and photographs and maps. The Library has a computerized integrated circulation and catalog
system, state-of-the-art computer equipment in all community libraries, and the ability to provide
information through free Internet access and facsimile machines to the public. The Library offers a
wide variety of reading, writing, and literacy programs, and functions as an integral part of the Queens
community.

II. CONTACTTERM

It is anticipated that the term of this agreement shall be for a three (3) year period and two (2) one-
year options to extend, to occur at the discretion of the Library. Quote must be valid for at least one
year from the quote submission date, if there are any delays the Library may choose to extend as
needed. The Library may terminate the contract at any time, in its sole discretion, upon written notice.

The Queens Public Library's General Terms and Conditions for Purchase Orders can be accessed
here: https://www.queenslibrary.org/sites/default/files/2020-
04/QL%20Terms%20and%20Conditions.pdf

III. SCOPE OF SERVICES

Service Providers may submit responses to one or both of the following Scopes of Service. Partial or
incomplete quotes shall be deemed non-responsive. The Library intends on making a single award.

Service Providers must complete the provided price sheet. For all items requested an alternative
manufacturer and solution can be proposed, but any alternatives must be compatible with the
existing infrastructure and must be cost effective. Alternatives may be offered. In the event a
Service Provider proposes to furnish alternates for a product, as appropriate, this information shall be
identified in writing, including full technical descriptions, catalog cuts and samples, as appropriate,
with the response. The sole determination of equality shall be made by the Library. If the technical
description is deemed not to be an equal to that specified, the Library may reject the quote.

A. Managed detection and response software/subscription and services

The Library anticipates this service to qualify for Cyber Security funding. Only submissions received
from Service Providers that are eligible to participate in Cyber Security solicitations and have either
a New York State Office of General Services contract or a New York City or other government
requirements contract shall be considered. Service Providers must indicate its New York State Office
of General Services contract number or a New York City or other government requirements contract
number and submissions must be in accordance with its government contract.
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Service Providers are to offer and provide software and support that can perform the functions listed
below and must have compatibility with the Darktrace solution. Library IT staff will provide
installation and configuration of the software.

Managed detection and response (or MDR) cybersecurity software/subscription providing the Library
with cyber defense technology and the associated remotely delivered human support. Monitor, detect,
analyze, continuous threat monitoring complex threats that in-house resources may lack, investigation,
and response by leveraging technologies like endpoint detection and response tools.

Key features: Key features of MDR include:

= Annual subscription

= 24/7 monitoring and analysis by security experts, investigation and prioritization of
threats;

= detailed remediation recommendations;

= access to advanced tools and threat intelligence;

= ongoing threat-hunting services;

= constantly triage, investigate and escalate response actions on the highest-priority alerts
across various applications;

» receive monthly summary reports tracking all cyberthreat events;

= 24/7 support staff access;

* must be compatible with Darktrace.

Existing Environment
The Library already operates Darktrace DETECT + RESPOND. The awarded vendor will remotely
manage this tenant; no new endpoint licenses or hardware are required.

Level of MDR Involvement

* Monitor — continuous 24 x 7 x 365 SOC oversight of Darktrace alerts.

* Respond — triage, investigation, and containment guidance.

* Remediate (Approved) — vendor executes remediation actions after written approval from Library
security management.

Reporting Cadence

* Monthly Technical Report — incident statistics, trends, and recommendations.

* Quarterly Review Session — live briefing with posture updates and tuning advice.
* Annual Operational-Efficiency Report — high-level analysis of outcomes.

Communication Channels

* Secure email

* Vendor dashboard / portal

* Phone escalation line

All alerts and reports are delivered to designated Library security contacts.

Implementation Timeline
The Library anticipates the service start to be the third quarter of 2025.
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Out-of-Scope
Endpoint patching, vulnerability scanning, IAM, DNS security, or ingestion of non-Darktrace log sources.

SUBMISSION REQUIRMENTS

Service Provider to provide a written response to each of the following areas:

Service Provider to identify its New York State Office of General Services contract number or New York
City requirements contract number or other government contract deemed acceptable to the Library.
Service Provider to state if its submission is in accordance with its New York State Office of General
Services contract or New York City requirements contract or other government contract.

Service Provider to complete the separate pricing spreadsheet.
The following is required for Service Provider responding to this solicitation.
i.  Service Provider must provide a valid Service Provider Identification Number (“SPIN”) at the
time the submission is submitted, and the SPIN must be included in the response

documentation.

ii. Service Providers must have a current Federal Communications Commission Red Light
Display System Status of “Green”.

iil. Service Providers must demonstrate a minimum of 10 years of experience in K-12 education
or city/county government markets. List the name of client, date and amount of contract.

iv. Service Providers must demonstrate a minimum of 5 years of E-Rate experience.

v. The Library may elect either the Billed Entity Reimbursement or Service Provider method of
invoicing. Service Provider to acknowledge this.

4. Provide the proposer’s legal name, address, tax ID number and State of incorporation for the contracting

entity submitting the submission.

Provide a brief history of the company and successful experience providing the products and services
requested in this solicitation. Include any similar past or current projects in which the proposer is involved
and the proposed key staff for providing the work described in this solicitation, with specific references
to work for public sector, not-for-profit corporations, library systems or other like-entities.

To the maximum extent possible, identify the lead individual and the individual(s) who will perform the
tasks outlined in the Scope of Services. Provide a narrative describing your firm’s proposed approach to
the scope of services.
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LIBRARY PROCESS AND GUIDELINES

For each Scope of work, Service Provider to provide responses to Section I'V. Submission Requirements
and to provide all requested forms.

The Library reserves the right to award the contract to the responsive and responsible best value firm
deemed qualified by the Library, split the award between two or more Vendor or project locations, or
make no award, as will best promote the Library’s interest, taking into consideration the reliability of the
firm, quality of the services, materials, equipment or supplies to be furnished, and its conformity with
the requirements of the solicitation.

The Library shall evaluate the best value of each responsive submission as follows:
a. Experience and qualifications of the firm and proposed team. (Weighted Score- 30 Points.)

b. Firm’s proposed approach to the scope of work. (Weighted Score- 30 Points.)
c. Competitiveness of firm’s pricing. (Weighted Score- 40 Points.)
An award shall not be binding until the Library issues a Purchase Order.

In the event a Service Provider proposes to furnish substitutions for a service or product, as appropriate, this
information shall be identified in writing, including full technical descriptions, samples, as appropriate, with
the solicitation. The Library reserves the right to request a representative sample of the item(s) quoted, either
prior to award, or before shipment is made. The sole determination of equality shall be made by the Library.
If the sample or other technical description is not in accordance with the solicitation, or is otherwise deemed
not to be an equal to that specified, the Library may reject the response or, if award has been made, cancel
the contract at the expense of the Service Provider.

If a Service Provider discovers any ambiguity, conflict, discrepancy, omission or other error in this
solicitation, they shall immediately notify the Library in writing to William Funk, Vice President of
Procurement Management at BIDcontact@queenslibrary.org

Payment will be made by the Library only upon completion of the required Service or if the Library agrees
to progress billing upon presentation of correctly itemized invoices within thirty (30) days of invoice approval
or available E-Rate method.

As may be applicable, the Successful Service Provider is responsible for providing all supporting
documentation, including AIA construction progress invoices, certified payrolls, release of liens and permit
signoffs for final payment when required.

The Library’s payment of any invoice shall not preclude the Library from making claim for adjustment on
any item found not to have been in accordance with this solicitation, and the general conditions and specific
requirements of the contract.

For the scope of service the Library intends to award to the responsible Service Provider that prevides-offers
the lowest-price best value quote. Such determination of responsibility shall be the sole discretion of the
Library.
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11. Campaign Finance Requirements (Local Law 34) requires entities that have business dealings with the City
of New York must comply with Local Law 34. Fill out and include this NYC required form in your response:
https://www.queenslibrary.org/sites/default/files/2019-08/Attachment%203%20-
%20Local%20Law_34.pdf

12.

Project and Contract Requirements

This project is dependent on partial funding from the Cyber Security program. All contracts entered into
as a result of the posting of the Form 470/RFQ will be contingent upon the approval of discounts from the
Universal Services Administrative Company (USAC) and Entity Name acceptance of the funding award.
No part of this contract will be valid or executed outside of E-Rate timelines and approvals unless
authorized by the Queens Public Library.

a.

b.

Estimated Discount is ninety percent for the Library.

Manufacturers with equivalent functionality can be quoted however all options must be compatible
with existing infrastructure. Substitutions may be offered. In the event a Service Provider proposes
to furnish substitutions for a product, as appropriate, this information shall be identified in writing,
including full technical descriptions, catalog cuts and samples, as appropriate, with the response.
The sole determination of equality shall be made by the Library. If the technical description is
deemed not to be an equal to that specified, the Library may reject the quote.

As provided in the spreadsheet all costs must be included including any fees.

Prices must be held firm for the duration of the contract or until all work associated with the
project(s) are complete (including any Universal Services Administrative Company (“USAC”)
approved extensions).

Ineligible items and features must be clearly listed in your quote.

All equipment and supporting components must be new. Used or refurbished items will not be
accepted by the Library.

All components and associated labor not eligible for Cyber Security funding must be provided in
a separate quote, as applicable.

Manufacturer’s multi-year warranty for a period up to three years may be included in the cost of
the component.

Manufacturer's warranty must be valid and verifiable.

Any implementation that is done prior to the funding award must be requested and approved in
writing by the Library.

All vendors must comply with Library Local, State, and Federal contracting requirements
including but not limited to prevailing wage and insurance.

Notice To Proceed:
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This project is contingent on funding from the Cyber Security program. As such, the Library will
not issue a Notice to Proceed until a copy of the approved Funding Commitment Decision Letter
(FCDL) has been received from USAC and a Form 486 "Receipt of Service Conformation" has
been filed. Service provider will not be permitted to commence work, unless otherwise directed
by the Library, until a Notice to Proceed has been issued. The Library will not be responsible for
costs incurred by the Service Provider prior to receiving a Notice to Proceed.

. Reservation of Rights:

The Library reserves the right to award all, none, or select portions of this solicitation to one or
multiple Service Providers. The Library reserves the right to negotiate terms and conditions of the
solicitation as necessary, to reject any or all proposals, to increase quantities, and to waive any
irregularities or informalities in the solicitation or in this process.



