
1 
 

Request for Quotes 

E-RATE YEAR 2025-2026  

Managed Detection  

and  

Response Services 

RFQ# 0525-1 

Questions and Answers 

June 30, 2025 

 

Proposers to review Addendum Number 1. and all addendums that revises this solicitation.  

 

Q1. Does the library currently utilize an MDR solution or platform? If yes, which one?  

 

A1. Yes. Darktrace DETECT + RESPOND is fully deployed. Please also see section III. 

SCOPE OF SERVICES, A., 1, which states, “must be compatible with Darktrace.” 

 

Q2. Does the library currently have an MDR service provider? If yes, who is the current 

provider?  

  

A2. No incumbent external MDR provider. Operations are currently in-house at the Library. 

 

Q3. How many endpoints does the library require? Please break down the endpoints by device, 

such as laptops, servers, PCs, VMs, and mobile devices, including operating systems. 

 

A3. This question is not related to applicable to this solicitation. As per section III. SCOPE OF 

SERVICES, A., 1, which states, “must be compatible with Darktrace.” 

 

Endpoint counts are not needed when managing an existing Darktrace tenant. 

 

Q4. Does the library have any SLA requirements for response?  

 

A4. No SLA requirements.  

 

Q5. Does the library currently have a SIEM or SOAR?  

 

A5. This question seeks information that is not required to submit a response to the solicitation.  

 

Q6. Does the library currently have a security team?  

 

A6. This question seeks information that is not required to submit a response to the solicitation. 

 

Q7. Will the library perform recommended remediation, or will the service provider perform 

approved remediations?  

 

A7. The awarded firm must provide 24 × 7 monitoring, investigation, and written remediation 

guidance. This is subject to the approval by the Library. 
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Q8. Does the library currently have a vulnerability management system in place?  

 

A8. This question seeks information that is not required to submit a response to the solicitation.  

 

Q9. Does the library have a remote management and monitoring (RMM) in place?  

 

A9. This question seeks information that is not required to submit a response to the solicitation.  

 

Q10. Does the library currently have an escalation policy in place for all incidents?  

 

A10. This questions seeks information that is not required to submit a response to the solicitation. 

 

Q11. Does the library desire a separate dashboard to monitor activities, retrieve monthly reports, 

or track incidents?  

 

A11. See section III. SCOPE OF SERVICES, A., 1, which states, “must be compatible with 

Darktrace.” 

 

Darktrace’s native portal supplies all required dashboards and reports. 

 

Q12. Would the library consider an IAM solution in addition to MDR or XDR, since breaches 

happen using stolen identities to bypass MDR?  

 

A12. No.  

 

Q13. How many endpoints are there that require licensing? 

 

A13. This question is not related to applicable to this solicitation. As per section III. SCOPE OF 

SERVICES, A., 1, which states, “must be compatible with Darktrace.” 

 

Endpoint counts are not needed when managing an existing Darktrace tenant. 

 

Q14. Of those endpoints, how many are laptops or desktops, and what operating system are they? 

 

A14. See answer to Q13. 

 

Q15. Of those endpoints, how many are servers, and what operating system are they? 

 

A15. See answer to Q13. 

 

Q16. Of those endpoints how many are mobile devices, and what operating system are they? 

 

A16. See answer to Q13. 
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Q17. Is the vendor responsible for active remediation of threats, or is it simply a recommendation 

of remediation to the Queens Library staff? 

 

A17. See answer to question 7. 

 

Q18. Are you looking for ingestion of firewall logs, along with response & remediation of the 

firewalls? If yes, how many firewalls and what model? 

 

A18. No. 

 

Q19. Are you looking for ingestion of network logs, including routers, switches, and access 

points? If yes, how many devices and what model? 

 

A19. No. 

 

Q20. Are you looking for ingestion of any Active Directory, Office 365, or other logs that may 

not have been called out in the original RFQ? 

 

A20. No. 

 

Q21. Are there any additional ingestion points or applications that are critical to your 

environment? 

 

A21. This question seeks information that is not required to submit a response to the solicitation. 

 

Q22. What modules of Darktrace are currently being used? 

 

A22. DETECT + RESPOND. 

 

Q23. Is the management and response of the Darktrace environment within scope for this RFQ? 

If yes, what modules of Darktrace are currently being used, and what is the license count 

for each module? 

 

A23. Yes. Modules are DETECT + RESPOND. License count is not required to respond to the 

solicitation.  

 

Q24. Is there any endpoint patching, updating, or vulnerability management component in this 

RFQ? 

 

A24. No. 

 

Q25. Is there any tie-in to existing ticketing systems? If yes, what ticketing system is used? 

 

A25. No. 
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Q26. Does Queens Library have any protection specifically at the DNS layer? If yes, what 

product? If no, is Queens Library looking for a proposal that includes protection at the DNS 

layer? 

 

A26. This question seeks information that is not required to submit a response to the solicitation. 

 

Q27. Does Queens Library currently have a SIEM in place? If yes, what SIEM? 

 

A27. This question seeks information that is not required to submit a response to the solicitation. 

 

Q28. What are your primary goals for implementing MDR? 

 

A28. All requirements are stated in the solicitation. 

 

Q29. What are your key security concerns or threats your currently facing? 

 

A29. This question seeks information that is not required to submit a response to the solicitation. 

 

Q30. What compliance or regulatory frameworks do you need to meet? 

 

A30. This question seeks information that is not required to submit a response to the solicitation. 

 

Q31. What is your current security stack (EDR,SIEM,XDR/MDR, mES, Firewalls, etc) 

 

A31. This question seeks information that is not required to submit a response to the solicitation. 

 

Q32. Do you currently have an internal SOC or security team?  What are their responsibilities? 

 

A32. This question seeks information that is not required to submit a response to the solicitation. 

 

Q33. Do you require coverage for Cloud workloads or SaaS platforms? 

 

A33. This question seeks information that is not required to submit a response to the solicitation. 

 

Q34. Are there any specific SIEM, SOAR, or IAM tools that the MDR must integrate with? 

 

A34. As per see section III. SCOPE OF SERVICES, A., 1, which states, “must be compatible 

with Darktrace.”  

 

Also Darktrace DETECT + RESPOND. 

 

Q35. What is the expected telemetry data retention period? 

 

A35. This question seeks information that is not required to submit a response to the solicitation. 

 

Q36. Do you require multi-tenancy or role-based access controls on the platform? 
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A36. No. 

 

Q37. Do you have an MDR security tool now? 

 

A37. See answer to Q1 – Darktrace is the MDR tool. 

 

Q38. What is your XDR platform now? 

 

A38. Darktrace serves as the Library’s XDR/MDR platform. There is no separate XDR product. 

 

Q39. What data sources does the XDR support natively (e.g., EDR, NDR, cloud, email, 

identity)? 

 

A39. This question seeks information that is not required to submit a response to the solicitation. 

 

Q40. How many users are covered by your MDR platform? 

 

A40. See answer to Q13. 

 

Q41. How many servers are covered by your MDR platform? 

 

A41. See answer to Q13. 

 

Q42. Who manages your MDR platform? 

 

A42. See answer to question 2. 

 

Q43. Does your MDR provide Network Traffic Analysis (east-west)? 

 

A43. Yes.  

  

Q44. How many Internet access locations do you have? 

 

A44. This question seeks information that is not required to submit a response to the solicitation. 

 

Q45. What are the bandwidth speeds at your Internet Access Locations? 

 

A45. This question seeks information that is not required to submit a response to the solicitation. 

 

Q46. Do you have an EDR Security tool in place? 

 

A46. This question seeks information that is not required to submit a response to the solicitation. 

 

Q47. What EDR tool are you using? 
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A47. See answer to question to 46. 

 

Q48. How many devices are being covered? 

 

A48. See answer to Q13. 

 

Q49. How many end points (and what OS types) needs to be covered? 

 

A49. See answer to Q13. 

 

Q50. What level of MDR involvement do you expect (monitor-only, respond, contain, 

remediate)? (Defines the scope of managed services) 

 

A50. See Addendum Number 1. and the revised solicitation.  

 

Q51. What are your expected SLAs for detection, notification, and response? (Important for 

aligning SOC performance guarantees) 

 

A51. See answer to question 4.  

 

Q52. Do you expect 24/7/365 live human monitoring and triage? (Clarify whether this is a 

requirement or preference) 

 

A52.    See answer to question 7. 

 

Q53. Do you require proactive threat hunting? If so, how often? (Many MDRs include this, but 

cadence and depth vary) 

 

A53. Yes. 

 

Q54. Do you want analysts to perform root cause analysis and post-incident reporting? (Indicates 

expectations for advanced support beyond alerting) 

 

A54. Yes.  

 

Q55. What types of reports do you need (technical, executive summaries, compliance)? 

(Scheduled, ad hoc, or per-incident?) 

 

A55. Monthly technical reports, quarterly analyst reviews, and twice-yearly operational-

efficiency reports are required. Also see Addendum Number 1. and the revised solicitation. 

 

Q56. What is your preferred method of communication during active incidents? (Email, Slack, 

Teams, ticketing system, phone escalation?) 

 

A56. See Addendum Number 1. and the revised solicitation. 
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Q57. Who should receive alerts and reports—internal team, MSP, both? (Clarifies operational 

model and handoffs) 

 

A57. Alerts and reports will be delivered to designated Library security contacts; details set at 

kickoff. Also see Addendum Number 1. and the revised solicitation.  

 

Q58. What is your project timeline for implementation and go-live? (Ensures your team can meet 

delivery expectations) 

 

A58. The Library anticipates the service start this to be the third quarter of 2025. Also see 

Addendum Number 1. and the revised solicitation. 

 

Q59. Is there a defined budget range or procurement process we should be aware of? (Helps 

tailor pricing and licensing models in your proposal) 

 

A59. No budget has been established. Firm to review solicitation document for all requirements. 

 

Q60. Regarding the MANAGED DETECTION AND RESPONSE SERVICES solicitation. Can 

you please share how many computer devices you plan to protect with this software? 

Fortinet’s MDR solution is licensed per endpoint (laptops, desktops, etc.). 

 

A60. See answer to question 13. 

 

Q61. Please advise which New York State OGS contracts and New York City Requirements 

Contracts fall under the scope of the above referenced solicitation. 

 

A61. See Addendum Number 1. and the revised solicitation that opens this up to other 

government contracts. Firms are to perform its due diligence to see if it can submit a 

proposal that can conform with a government contract.  

 

Q62. Is the purpose of the RFP to request a SIEM MDR platform? 

 

A62. No. Also see Addendum Number 1. and the revised solicitation. 

 

Q63. How does Queens Library currently use the Darktrace platform?  

 

A63. To manage detection and respond. Also see Addendum Number 1. and the revised 

solicitation. 

 

Q64. Is it the intention of Queens Library to forward logs to an MDR service provider for 24 x 

7 x 365 monitoring, detection, and response coverage? If so, please answer the following: 

 

a) What is the device inventory (type, O/S, and log size) for managed detection and response? 

b) What are the log source rates? 

c) What is the number of endpoints to be monitored? 

d) What is the log retention period? 
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A64. No. Service provider o have access to this. Also see Addendum Number 1. and the revised 

solicitation. 

 

Q65. Does Queens Library archive log sources? If so, for how long? Are they available for 

analysis and investigation? 

 
A65. This question seeks information that is not required to provide a responsive submission. 

Also see Addendum Number 1. and the revised solicitation. 

 

Q66. Of the 65 sites, what are the Internet connection speeds at each?  Do they all leverage direct 

Internet access/connections, or is the network laid out in a hub and spoke, leveraging 

SASE, or other architecture?  Where are the library’s critical data assets located, and how 

are they accessed from remote sites? 

 

A66. This question seeks information that is not required to submit a response to the solicitation. 

Also see Addendum Number 1. and the revised solicitation. 

  

Q67. What Darktrace product(s) are in use?  What else does the existing tech stack consist of, 

besides Darktrace?  Which EDR do you use?  Which Identity provider?  What is your MFA 

solution?  Firewall make and model?  Cloud Service Provider? Are you a SASE user? 

 

A67. See Addendum Number 1. and the revised solicitation. 

  

Q68. What critical capabilities are most important to the Library?  What gaps exist in their 

security posture today, from your perspective?  What do you like about their current 

solutions? 

  

 A68. See Addendum Number 1. and the revised solicitation. 

 

Q69. How many physical/virtual/cloud servers do you operate? 

  

A69. This question seeks information that is not required to submit a response to the solicitation. 

Also see Addendum Number 1. and the revised solicitation. 

 

Q70. How many SaaS seats? (Microsoft or Google) 

 

A70. This question seeks information that is not required to submit a response to the solicitation. 

Also see Addendum Number 1. and the revised solicitation. 

  

Q71. How many employees/users do you have?  

  

A71. This question seeks information that is not required to submit a response to the solicitation. 

Also see Addendum Number 1. and the revised solicitation. 

 

Q72. What duration should security logs be retained for? 
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A72. This question seeks information that is not required to submit a response to the solicitation. 

Also see Addendum Number 1. and the revised solicitation. 

 

Q73. Do you require direct, self-service access to the raw and correlated security telemetry? 

  

A73. See Addendum Number 1. and the revised solicitation. 

 

Q74. How would we demonstrate experience and qualifications, and describe our proposed 

approach?  Is this all expected in the cover letter?  Are there specific RFP questions listed 

anywhere, aside from the pricing sheet provided? 

 

A74.  See Addendum Number 1. and the revised solicitation. 

 

Q75. Should the requirement of 24/7 support staff access be indicative of wanting to have 

Queens Library staff contact the SOC on a 24x7 basis?  

 

A75. See Addendum Number 1. and the revised solicitation. 

 

Q76. In the Q&A from June 11th for RFQ #0525-1, the answer “Endpoint counts are not needed 

when managing an existing Darktrace tenant.” came up several times.  

From a resource standpoint, it makes a difference if there is 1 endpoint or 10,000 endpoints 

to manage alerts for. Can you please share the endpoint count so we can properly scope 

this? 

 

A76. We have approximately ~6000  endpoints  consisting of desktop, laptops, server, printers, 

IOT devices. 

 


